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Test cases are great!
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Quick to find bugs or 
regressions

Writing tests improves 
understanding of code

… but limited

Production deployments 
always have more cases!

Writing good tests takes 
a lot of time



A different approach: Fuzzing
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What if we just tried every input?

Fuzzing tests programs by 
sending random inputs 

Unlike other automatic testing 
techniques: no false positives!



Fuzzing can outperform test suites
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Fuzzing outperforms manual test 
suites on GNU Coreutils

However: fuzzing campaigns can 
be slow 

Fuzzing requires test oracles to 
distinguish bugs

Fuzzing found new crashes in 
GNU Coreutils



Testing Oracles
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Fuzzing for security has “easy” oracles:
● Segmentation faults
● AdressSanitizer
● etc

For other bug types we have to get creative
● Check violations of expected properties
● Check for unexpected errors
● Check execution time/latency



Speeding up fuzzing
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Grammar-based Fuzzing
Generate structured inputs that conform 
to what the program expects

Feedback-driven Fuzzing
Determine which inputs are interesting, 
then mutate those



Feedback-driven fuzzing
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Coverage tells us whether an 
input is interesting

Mutating interesting inputs is 
yields more interesting inputs

Many vulnerabilities found this 
way



The fuzzing loop for a command line tool

Population Seed

Mutator

Coverage & 
output

If coverage 
increased

Select

Mutate

Run mutated seed

Add to 
population

s/abcd/hjkl

g/abcd/hjkl

swap_byte

Segmentation Fault
Coverage: 56
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Initial 
population



The fuzzing loop for a REST API

Population Seed

Mutator

Coverage & 
output

If coverage 
increased

Select

Mutate

Run mutated seed

Add to 
population

GET /ping?i=136

GET /ping?i=-136

negate_param

400 Bad Request
Coverage: 56
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Initial 
population



Our research: fuzzing for micro-service backends

10

Backend split into many small 
services which communicate

Used for large, scalable, constantly 
evolving backends

Developers need to consider fault 
tolerance 



Fuzzing for resilience defects
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With fuzzing, we can find these bugs 
automatically in testing environments

Resilience defects aren’t triggered on 
developer machines or in testing



Check and handle 400 response

Check for connection error and retry

Fails on two errors
Does not handle 400 response

Can’t be found without fault injection!

400 Bad Request 
if out of range

200 OK if in range
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Resilience defects



Check and handle 400 response

Check for connection error and retry

Fails on two errors
Does not handle 400 response

Can’t be found without fault injection!

400 Bad Request 
if out of range

200 OK if in range
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Resilience defects

1. These bugs won’t be found without fault injection
2. Some bugs require multiple faults
3. Some bugs require specific inputs and faults



Faults and inputs

New fault injection points

New branches reached

Fuzz inputs Explore fault 
space

We can use fuzzing to explore faults as well!
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Fault injection

Faults are part of the seed 
along with request

Faults added to seed using 
mutators

Fault injection points are found 
during execution
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request

faults

GET /ping?i=136

[]

200 OK
{‘i’: 136}

coverage: 10
trace: [Ping.java:6]

request

faults

GET /ping?i=136

[Ping.java:6]

200 OK
{‘i’: 136}

coverage: 17
trace: [Ping.java:14]

… …



Onweer
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Automated resilience tester 
based on these concepts

Faults are connection error exceptions 
thrown during REST requests

Faults are collected and injected by 
an instrumentation agent



Evaluation
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RQ1: Does fault injection 
increase coverage?

RQ2: Does fault injection cover 
code fuzzing alone can’t reach?

RQ3: Does adding fault injection 
find resilience defects?

Method: Compare Onweer with 
and without fault injection and 
RESTler

TeaStore [von Kistowski et al. 2018]

TrainTicket [Zhou et al. 2018]



RQ1: Code coverage

Coverage improves for TeaStore!

TeaStore

TrainTicket
But not for TrainTicket?

RQ2: Because all coverage 
increase is in fault handlers
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TrainTicket has no fault handling



RQ3: Finding resilience defects
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500 Internal Server Error
Intercession at food-FoodS…

request

faults

GET 
/api/v1/foodservice/foods/y%C2%
87%C2%80j/%C3%83%C2%A8/%24%C3%B
2%F2%95%92%85/%F1%8C%9F%8EN%F3%

A4%BC%9E%1E%C2%8F

[food-FoodServiceImpl.java:242]

TrainTicket

We find several resilience 
defects in both projects!



RQ3: Finding resilience defects
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500 Internal Server Error

ServiceLoadBalancerResult was null!

request

faults

GET /products

[webui-CartRest.java:67,
webui-CartRest.java:67,
webui-CartRest.java:67]

200 OK
[{‘id’: 54, ‘name’: “Black Tea”}, …

request

links

POST /cart/add {‘id’: ???}

index: 0
from: [0][‘id’]

to: [‘id’]

TeaStore

We find several resilience 
defects in both projects!



Conclusion

● Are you applying fuzzing, chaos engineering, resilience testing?
○ We would love to hear about your experiences and challenges
○ We’re eager to put our tools to the test on your code

● We can help:
○ Test and secure your devices using fuzzing
○ Test and secure your backends using fuzzing
○ Tailor fault injection to the specifics of your application
○ Develop bespoke fuzzers

● Within individual and collaborative research and development 
projects (O&O, ICON, …)
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